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1
Decision/action requested

Approve the proposed clause to the draft CR in [1].
2
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3
Rationale

This paper proposes a new solution for if UP IP in EPS.

There is impact on the following network options:

- Option 1 - eUTRA with EPC

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

There is impact to the UE, the MME, the HSS and the LTE eNB.

It is proposed to add this new solution to the TR 33.853 [1]. 

4
Detailed proposal

It is proposed to approve the pCR to the TR 33.853 [1].

**** START OF CHANGES ****

6.x
Solution #x: Support of UP IP in EPS

6.x.1
Introduction

This solution addresses key issue #1 (UP integrity activation in EPS). A UE which has been upgraded to support UP IP over LTE access, when connected to EPS, needs to indicate UE support of UP IP to the network.
This solution impacts the UE, the MME, the HSS and the LTE eNB.

6.x.2
Network options affected

This solution is applicable to the following network options:

- Option 1 – eUTRA with EPC

- Option 3 – EPC based Dual Connectivity of eUTRA and NR RAT

6.x.3
Solution Description

The UE capability to support UP IP over LTE access when connected to EPS could be indicated in Attach Request and Tracking Area Update Request message. A new IE could be included in the Attach Request message and Tracking Area Update Request message. The new IE would need to be mapped on the S1 interface to the LTE eNB.

The transfer of the new IE would also have impact on S10 interface between MME’s. For coexistence with legacy nodes then support needs to be signalled by the UE again during mobility procedures at MME change, but this should not be a problem as the UE would initiate a new Tracking Area Update procedure at MME change anyway. Also, its not envisioned that the LTE eNB would be upgraded, without upgrading the MME as well. 

The MME could apply/request use of UP IP at PDN Connection establishment (on par with 5GS). UP IP would then be applied per PDN connection lifetime.
The MME could configure a security policy for UP IP i.e. a UP IP policy, per APN and/or the MME could determine the UP IP policy by potentially retrieving a UP IP policy for the subscription stored in the HSS or from the locally configured UP IP policy. The determined UP IP policy would be configured per UE. The UP IP policy could use similar setting options as in 5GS: "required", "preferred", "not needed".

The MME provides the determined UP IP policy per UE to the LTE eNB on the S1 interface. 

The UP IP policy could be extended to a UP security policy which includes a security policy for UP encryption as well. This would harmonize the feature over both systems (EPS and 5GS). 

The enabling/disabling of UP IP for DRB’s is done using AS SMC procedure and RRC Reconfiguration procedure, similar as in NR.

6.x.4
Solution Evaluation

Editor's Note: write an evaluation of the solution against the relevant key issues here (or have an editor's note saying that it is to be added later.)

This solution meets the security requirement for key issue #1 (UP integrity activation in EPS) and impacts the UE, the MME, the LTE eNB and the HSS.
Currently the solution does not work when the UE and network nodes are of different releases, for example if a legacy UE wants to transfer data but the MME determines a UP IP policy to "required". 

**** END OF CHANGES ****
